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Training recommendations

To improve your 501 on this assesament, iy one of these courses or labs:

Gourse. Lo
= FENSIL Weifing System Valnerabiliies with DpemvAS

NET00 System Administration

PRIDSIL Compreensive Threat Response

PRIONSL Vulnerabilit Soan Analysis

PRIGOZL Greating Resammendstions Dsged on Vulneratbility

Students will 5can 3 svatem i OpervAS [Dpen

o
Attack/ Compromise, Perimeter Defense, Network,
Segmentation, and mare.

10 this finallab we will attem to exeroise al the relevant

Students will un a Core Impact o Nessus Scan and
idantify vulnarabiltica. Stunta wil then viow the repert
and prioritize vulnerabilites acoording 1o risk.

Students will use DpenVAS to do s o nersbility snalysis
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Sandbox Description

This blueprint simuiates cyber range deployment as well as oyber
range control to allow for war game type scenarios in & controlled and
Isolated manner.

Sandbox Use

Atrasitional cyber range requires significant, costly investments in
hartware and personnel—and even then cannot scale effectively to
a0iress tofay's groving network rafic volume and ever-more-
complex attack vectars. Government, miltary, and commercial
organizations are depioying "cyber ranges,” test beds that allow war
games and simulations to strengthen cyber security defenses and
skills. CloudShell pravides the abilty to replicate large scale, complex
and diverse networks. CloudShel can orchestrate a hyrid sandook
cantaining both virtual and physical resources needed for the
assessment of cybertechnologies. Because cyber ranges are
controlled sandbax, CloudShel resource management and automation
features provides the abiity to stand up and tear down cyber range
sandbox as needed in a repeatable manner. Operational conditions
and configurations are easlly replicated o restest cyber attack
scenarios. This sandaax Ltiizes resources such iia BreakingPairt,
intrusion detection, mahware analyzers, firewall appliances, and
common services such s email and file servers. The sandoax
resources are Isolated into white, red and blue team areas for cyber
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e CloudShell Cyber Range as a Service®

« AgileWARE—Agile Workflow o Self Ser.vice \-»eb based portal
And Resource Enablement Soft- © Cyber libraries ready to deploy

ware supporting Laa$, Paas, e Deployable On-Prem or as Saa$S

laaS, Taa$, Cyber environments  ° Visio like drag and drop GUI

o Enterprise level, agnostic data ~ ° Reservations & Scheduling
center/cloud/converged infra- ¢ ¢alable and standards based

structure provisioning and or-  *© OPen v.endor agnostic St-Jp-port
chestration framework e Instruction panes for training support
o Catalogs of Sandbox environments

CY B R S C 6’r e@ « Save and Restore Snapshots of Sandbox

o NIST/NICE framework supported roles and training

o Academy and labs o Complete Skill assessments against your training or
o Skills Assessment NICE framework skills
e PerformanceScore o Integrated with CRaaS AgileWARE (On/Off Prem)

e Performance scoring platform

Ix I a ¢ Breaking Point and Breaking Point VE

o Testing, Visibility and Security e IxLoad-IPSec VPN and IxLoad Attack
solutions for physical and virtual e« Application and Threat Intelligence
networks and Cyber Ranges Integrated with TSI AgileWARE

'I'SI CRaa$
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IXla Quali LEPT}B{N
CYBRScdre.

B l G /‘\ l U ST=LLUS CAL%D

WWW.TSIEDA.COM (407) 339-4874, ExT 111

Tintn

Intelligent Infrastructure

@HUBEmSUHNER

Polatis

Western
Digital’




